ABTOHOMHAsI HEKOMMEpUeCKas OpraHU3aLus JOMOTHUTEIFHOTO MPOEeCCHOHATLHOTO 00pa3oBaHus
VYuebnsiit nuentp «Oxcenena» (AHO IO YueOHbIit eHTp «DKCENEHI)
WNHH 0273924410, KIIIT 027301001, OT'PH 1180280079968
450038, Pecrrybnuka bamkoprocrtan, 1. Yda, yn. Kpemnesckas 28, xoprt. 2, oduc 232-236

YTBEPXIAIO
MoanucaHo uudposon
AHO OMNO YL noanvcsio: AHo ano vu Aupexrop
'D' Ll' ";KACEJ'CIE:,EI" AHO ATIO YueOublit IeHTp «IKCEICH»
"IKCEJTEH" para: 2025.07.25 01:07:43
05'00'
i M.II. IIOIIHUCH
Kamupuna Anna UpekoBHa
«05» mrons 2019 r.

NHCTPYKIUA
10 OPraHU3auuy AHTUBHUPYCHOI 3a1IUTHI B HH(POPMAIIHOHHBIX CHCTEMAX
NMePCOHAIbHBIX JaHHBIX

1. OO0mme noJs10KeHus.
1.1. Hacrosimast MaCcTpyKIus pazpaboTaHa B LENSAX 3alUThI MEPCOHATBHBIX NaHHBIX (Hanee — [1/1H)
B MH(GOPMAIIMOHHBIX CHCTeMax nepcoHanbHbIX qaHHbIX (Hanee — UCIIAn) B8 AHO AIIO YueGHbIii
nentp «Okcenenn»y (MHH 0273924410, OT'PH 1180280079968), (mamee — Omeparop,
Opranu3anusi) OT HECAaHKIMOHHPOBAHHOTO KONHMPOBAHUWS, MOIU(UKAIMH M YHUYTOXKEHHUS O]
JeiCTBUEM BHPYCOB U APYTOro BPEIOHOCHOTO MporpaMMHoro obecredenus (nanee — [10);
1.2. Hacrosimass MHCTpyKIMs pa3paboTaHa B COOTBETCTBUU C PYKOBOSIIMMHU U HOPMAaTHUBHBIMHU
JIOKyMeHTaMH perynstopoB Poccuiickoit denepannu B 00J1aCTH 3alIUThI IEPCOHATBHBIX JAHHBIX;
1.3. TlonwszoBarenem WCII[ln (manee — Ilonmp3oBatensb) siBasieTcss coTpynHuk Ormepartopa,
YYacTBYIOUIMI B paMKax BBINOJHEHHUS CBOMX (DYHKIHMOHAJIbHBIX O0S3aHHOCTEW B Ipoleccax
aBTOMaTU3MpOBaHHOW oOpaboTku II/[H m umerommii mocTyn K amnmapaTtHeIM cpeactsam, [1O,
JaHHBIM U cpeacTBaM 3aimuThl HHGopmanuu UCII/IH (nanee — C3N);
1.4. Opranmzanus antuBupycHoit 3amutsl UCITIa npu o6padotke [1/In TTons3oBarensmu UCII
OCYILIECTBIISIET OTBETCTBEHHBIN 3a oOecriedeHre 0€30MacHOCTH MEPCOHATIbHBIX TaHHBIX;
1.5. Konrpons Haj pabortoil [lonb3oBaTens Mo NpUMEHEHUIO Ha aBTOMATH3UPOBAHHBIX PabOUYMX
Mectax (manee — APM) UCII/IH aHTUBUPYCHOH 3alUTBl OCYLIECTBIISIET OTBETCTBEHHBIM 3a

oOecrnieueHre 6€30MacCHOCTH MEPCOHATbHBIX JTAHHBIX.
2. OpraHu3anusi aHTUBHPYCHOM 321U THI

2.1. K npumenenuro Ha APM wu cepBucax MCIIIH nomyckaercs TOJBKO JIMIEH3UOHHBIE H

ceptuduuupoBanabie DCTIOK Poccun aHTHBHpYCHBIE CPENICTBA;



2.2. K HacTpoilke CHUCTEMbl AHTHUBHUPYCHOM 3allUThl JOMYCKAIOTCS TOJBKO YIOJIHOMOYEHHBIE
COTPYIHHUKH, YTBEpKJIeHHbIe Onieparopom;

2.3. Tlonb30BaTensiM 3aIpeIieHO BMEIINBATHCA B pa00Ty CUCTEMBI aHTUBUPYCHOMN 3aIUTHI.

24. O0o0 Bcex HeUCHpaBHOCTAX MM Henonagkax Ilonb3oBarens 00s3aH  COOOIIUTH
OTBETCTBEHHOMY 3a oOecrieueHne 0e30MacHOCTH ePCOHANIBHBIX 1aHHbIX OnepaTopa;

2.5. Ha APM UCIIn 3anpentaercss ycranoBka 110, He CBSI3aHHOTO C BBINOJIHEHUEM (DYHKITHH,
MPEIYCMOTPEHHBIX TEXHOJIOTUYECKUM IporieccoM 00padoTku HHpOpMaLny;

2.6. Ilonb30BaTens npu paboTe co CbEMHBIMU HOCHUTENIAIMU MH(pOpMalUu 00s3aH Mepe] HadyaioM
paboOThl MPOBECTH HUX IPOBEPKY CPEICTBAMM AHTUBUPYCHOM 3aIUTBl HAa HpPEIMET OTCYTCTBHUS
KOMIIBIOTEPHBIX BUPYCOB U BPEIOHOCHBIX IIPOrPaMM;

2.7. Bee ¢akTel MoauduUKauu U pa3pylieHus naHHbIX Ha cepepax wim APM UCII/IH, a Takxe
3apakCHHE UX BHpycaMH WM BpenoHOCHbIM [1O, NOMKHBI aHAIM3MPOBATHCS OTBETCTBEHHBIM 32
obecrieyeHre 0€301acHOCTH NEPCOHANBHBIX JIaHHbIX;

2.8. OtBercTBEHHBI 3a oOecriedyeHHe O€30NaCHOCTU IEPCOHANbHBIX JIAHHBIX OCYIIECTBISET
MOJIHYIO MPOBepKY xkecTkoro aucka APM u cesepoB UCIIJIH u cheMHBIX HOCUTENIEH HA HATHYME
BHUpYCcOB U BpenoHocHoro [10 He pexe 1 pa3a B mecsu;

2.9. Hactpoiiku antusupycHoro IIO ompenensercss NOJUTUKAaMU ILIEHTPAIM30BAHHOIO CEPBEPA
aIMUHHUCTPUPOBAHUS, M  MPUMEHSIOTCS C IOMOILIbI0  «ATEHTa  aJIMUHUCTPUPOBAHUSY,
ycranoBiaeHHoro Ha APM u cepsepax UCII/1H;

2.10. AntuBupycHoe IIO noKHO 3amyckarbCsi aBTOMATHYECKHW IIPU CTapTe ONEpaliOHHOU
cucrembl APM u cepBepoB VCII[IH 1 pyHKIIMOHUPOBATH /10 3aBepIIEHUs] pabOThI ONepariMOHHON
CUCTEMBI;

2.11. Ha APM wu cepsepax UCII[n gomxHO OBITH TpemycMoTpeH 3amper l[lomp3oBarensMm Ha

OJIOKMPOBKY U BBITPY3KY aHTHBHpYcHOTO I10.
3. JeiicTBusi npu o0HAPY:KEHNH BUPYCOB

3.1. Ilonp30oBaTenu npu OOHAPYKEHUU WM TOSBJICHUS MOAO3PEHUH Ha HAIM4YME KOMITbIOTEPHBIX
BUPYCOB WK BpeaoHocHOro 1O 00s3aHbl HEMENTIEHHO NMPEKPAaTUTh Kakue-nmudo aerictus Ha APM
NUCTI[lH v mpoBecTH JiedeHHE 3apa’K€HHBIX (DalijIoB MyTeM BbIOOpA COOTBETCTBYIOLIEIO IYHKTA
MEHIO aHTUBUPYCHOM MPOTpaMMBbI M 3aTE€M TPOBECTH TIOBTOPHBIN aHTUBUPYCHBIN KOHTPOJIB;

3.2. B cnyuae oOHapyXeHUS Ha CBEMHBIX HOCHTEISIX HHGOpMAIMM HOBOTO BHUpPYCa WU
BpenonocHoro IIO, He mnoanaromerocs jeueHuto, Ilonp3oBarens o00s3aH MPEKPaTUTh UX
HCIOJIb30BaHUE;

3.3. B cnyuae oOnapyxenus Ha APM HCIIIlH He mnojmaromierocs JCUYCHHIO BUpyca WIH

BPCAOHOCHOT'O HO, [Tonp3oBaTens 0053aH IOCTaBUTH B HM3BECTHOCTh OTBETCTBEHHOI'O 3a



obecrnieueHre O€30MacCHOCTH MEPCOHANbHBIX NAHHBIX M MpeKpaTuth paboTy Ha APM, mpuHsTH B
BO3MOYKHO KOPOTKHE CPOKHM HEOOXOIMMBbIE MEphl K YCTpPaHEHHIO BHpyca (OOHOBUTH IaKeT

AHTUBHUPYCHBIX IPOTPaMM H T.IL.).
4, OTBETCTBEHHOCTH

4.1. Tlonmp3oBarens HeECET INEPCOHAJIBHYIO OTBETCTBEHHOCTHh 3a OCYHICCTBJICHUEC PErilaMCHTa

ucnosibzoBanus Ha APM MCII/IH aHTUBHUPYCHBIX CPEJICTB.



JIner o3HaKkoMJIeHU s

¢ UHcTpyknuei mo opranu3anuy aHTUBUPYCHOM 3a1IUThI B HH(POPMALMOHHBIX CHCTEMAX
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